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Everyone Is a target, including energy companies ik o

Mandiant
Advanced
ODNI report on Persistent Cylance
foreign industrial Threat Operation Cleaver
espionage Report Report
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ICS-CERT

Industrial Control Systems Cyber
Emergency Response Team

]

FY 2016 Incidents by Sector (290 total)

Defense Industrial Base, 1
Financial Services, 2
Emergency Services, 2
Food and Agriculture, 3
Chemical, 4

Commercial Facilities, 5 '

Nuclear Reactors,
Materials and Waste, 7

Information
Technology, 7

Healthcare and
Public Health, 11

Transportation
Systems, 14

Dams, O

e

Critical
Manufacturing,
63

Communications, 62

Energy, 59
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Stages of Virus Life

Elimination
Users install anti-virus

2

Replication Launch
Virus replicates for a It gets activated with
pubd of,tlme within he user performing
the target system and

S

Incorporation
Anti-virus software

Detection
A virus is identified as
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A worm is a special type of virus that can replicate itself and
use memory, but cannot attach itself to other programs

A worm takes advantage of file or information transport
features on computer systems and spreads through the infected
network automatically but a virus does not
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Delete or replace Generate fake Download spyware,
Operating System’s  traffic to create adwares and

critical files DOS attacks malicious files
Steal information such as

passwords, security codes,

credit card information Disable firewalls

using keyloggers and antivirus

Record screenshots, Infect victim’s PC as
audio and video of a proxy server for
victim’s PC relaying attacks

Use victim’s PC as a botnet Use V'Ct_'m s PC for )
O T o y— spamming and blasting

@ g email messages
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Global Mentions With Ransomware

100k

BQk

&0k

Mentions

40k

20k

Jul 2013 Jan 2014 Jul 2074 Jan 2015 Jul 2015 lan 201&

Date



Princess
Locker

1381 Zb SMlos (o)

Fantom

TeslaCry
pt




1381 Zb SMlos (o)

S5zl b dlas 5 550 oyl 5 dus y NPIEL L alos 3590 o255 sy

2014-2015 g ;135 o, 2015-2016 g ;145 3o
Russian Federation 6.09% 20.43%
India 3.34% 6.93%
United States 14.27% 39.79 %
Germany 4.64% 94.41%
Vietham 2.32% 22.87 %
Ukraine 1.34% 28.86%
Kazakhstan 1.14% 25.59%
Algeria 1.18% 13.48 %
Italy 8.93% 89.7%
Brazil 2.56% 31.83%
Other 41.16% 46.3%

Source : Kaspersky 101



Kaspersky-2017

Top 10 countries based on the percentage of ICS
computers attacked by encryption malware

% attackex
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UL 2.0% 4% 6.0% 8 .0%% 0.0% 120% 140% 160% 18.0%

Healthcare e ] 5.5
Government e ] 3 B
Manufacturing  EE — S ()0

Energy e G005
Telecom . .52
Education m— . 70
Logistics I .77
Oil & pas EE———— 3.5
Software NN 2.6%

Services o 7,7%

Transportation — 2.1%
Food & beverage e 21%
Pharmaceutical M 1.7%
Engineering mm 1.3%
Trade m 0.4%
Orther e ] 7.8

Finance D 5.5 h

m Percentage of all users attacked

Distribution of companies attacked by WannaCry by industry, May — June 2017 119
(percentage of ICS computers attacked in each country)
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Kaspersky-2017

Top 10 countries based on the percentage of ICS
computers attacked by encryption malware
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Number of unique ICS computers attacked by encryption Trojans, H1 2017
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DoublePuls EternalBlue
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Backdoor — SMBvl

Trojan

exploit tool

ArchTouch EternalRoma
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— SMB
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EternalSyn
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SMBv3
exploit tool
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THE STRUCTURE PO ESTER
OF A BOTNET =
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Iran | Indonesia | India | Pakistan | Uzbekistan | Russia | Kazakhstan | Belarus
52,2% 174% | 113% | 3,6% 2,6% 2,1% 1,3% 1,1%
Kyrgyzstan | Azerbaijan | United | Cuba | Tajikistan | Afghanistan |  Rest of the world
States
1,0% 07% | 06% | 06% 0,5% 0,3% 4,6%
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Stuxnet
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Stuxnet

5 &Sl ,LeSTUXNeT  yug g 40 soliuls,960-0aY (slacs iyl ®

« MS08-067 RPC Exploit (http://www.microsoft.com/technet/security/bulletin/ms10-067.mspx)

« MS10-046 LNK Exploit (http://www.microsoft.com/technet/security/bulletin/ms10-046.mspx)

« MS10-061 Spool Server Exploit (http://www.microsoft.com/technet/security/bulletin/ms10-
061.mspx)

Two privilege escalation (or Elevation of Privilege) vulnerabilities:

« MS10-073 Win32k.sys Exploit (http://www.microsoft.com/technet/security/bulletin/ms10-
073.mspx)

« MS10-092 Task Scheduler Exploit (http://www.microsoft.com/technet/security/bulletin/ms10-

092.mspx)
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Threat

Spoofing

Tampering

Repudiation

Information
Disclosure

Denial of Service

Elevation of Privilege

Property
Violated

Authentication

Integrity

Non-repudiation

Confidentiality

Availability

Authorization

A A A%
ey
G L

Definition

Impersonating
something or someone
else.

Modifying data or code

Claiming to have not
performed an action.

Exposing information
to someone not
authorized to see it
Deny or degrade
service to users

Gain capabilities
without proper
authorization

e
A
A
s )
o o o ]

Example

Pretending to be any of Bill Gates, Paypal.com
or ntdll.dll

Modifying a DLL on disk or DVD, or a packet as it
traverses the network

“I didn’t send that email,” “I didn’t modify that
file,” “I certainly didn’t visit that web site, dear!”

Allowing someone to read the Windows source
code; publishing a list of customers to a web
site.

Crashing Windows or a web site, sending a
packet and absorbing seconds of CPU time, or
routing packets into a black hole.

Allowing a remote internet user to run
commands is the classic example, but going
from a limited user to admin is also EoP.
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Notes/Examples
Can be at the TLD, registrar
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“Stranded in London”
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isplay name
Declares themselves to be

What the Attacker Does
that role

ARP spoofing

IP spoofing

DNS spoofing

DNS compromise
IP redirection
Take over account
Set the d

Threat Example
Spoofing a machine
Spoofing a person

Spoofing a role
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' Threat Example What the Attacker Does

Changes your code to suit

Modifying code

Modifying data they’ve
supplied

themselves

Supplies data to a pass by

reference API, then
changes it

Supplies data into a shared
memory segment, then

changes it

Hard to defend against if
the attacker is running
code inside the trust
boundaries

Works because of TOCTOU
issues
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Category

Information Technology System

Industrial Control System

Performance
Requirements

Non-real-time

Response must be consistent

High throughput is demanded

High delay and jitter maybe acceptable

Real-time

Response is time-critical

Modest throughput is acceptable

High delay and/or jitter is a serious concern

Availability
Requirements

Responses such as rebooting are acceptable

Availability deficiencies can often be tolerated,
depending on the system’s operational
requirements

Responses such as rebooting may not be
acceptable because of process availability
requirements

Qutages must be planned and scheduled
days/weeks in advance

High availability requires exhaustive pre-
deployment testing

Risk Management
Requirements

Data confidentiality and integrity is paramount

Fault tolerance is less important — momentary
downtime is not a major risk

Major risk impact is delay of business operations

Human safety is paramount, followed by
protection of the process

Fault tolerance is essential, even momentary
downtime is not acceptable

Maijor risk impact is regulatory non-

compliance, loss of life, equipment, or
production
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Category

Communications

Information Technology System

Standard communications protocols

Primarily wired networks with some localized
wireless capabilities

Typical IT networking practices

Industrial Control System

Many proprietary and standard communication
protocols

Several types of communications media used
including dedicated wire and wireless (radio
and satellite)

Networks are complex and sometimes require
the expertise of control engineers

Change Software changes are applied in a timely fashion in | Software changes must be thoroughly tested
Management the presence of good security policy and and deployed incrementally throughout a
procedures. The procedures are often automated. | system to ensure that the integrity of the

control system is maintained. PCS outages
often must be planned and scheduled
days/weeks in advance

Managed Support | Allow for diversified support styles Service support is usually via a single vendor

Component Lifetime on the order of 3-5 years Lifetime on the order of 15-20 years

Lifetime

Access to Components are usually local and easy to access | Components can be isolated, remote, and

Components require extensive physical effort to gain access

to them
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phases of the intelligence lifecycle

Threat Intelligence

Direction Objectives and Key Questions jgug

Internal Sources Technical Sources Human Sources
Metwork Traffic, Logs, Scans Vulnerability Databases, Threat Feeds Dark Web, Social Media, Forums

culleu;\‘ I /

Processing

Threat Intelligence
Analysis

Threat Intelligence I
. N and Security Tools Analysts
Dissemination

f\(_/‘ J{ J HK_% N Feedback

Incident Security Vulnerability Risk Fraud Security
Response Operations Management Analysis Management Leadership
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Subtypes of threat intelligence

Threat Intelligence
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Threat Intelligence
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Threat Intelligence Sources

Threat Intelligence

Technical sources (e.g., threat
feeds) — Available in huge quanti-
ties, often for free. Technical
sources are easy to integrate with
existing security technologies but
often contain a high proportion
of false positives and outdated
results.

Media (e.g., security websites,
vendor research) — These sources
often provide useful information
about emerging threats but are
hard to connect with technical
indicators in order to measure risk.

Social media — Social channels of-
fer huge amounts of valuable data,
but it comes at a price. False posi-
tives and misinformation are ram-
pant, so determining which insights

Threat Intelligence Sources

are usable requires a tremendous
amount of cross-referencing with
other sources.

Threat actor forums — Specifically
designed to host relevant discus-
sions, forums offer some of the
most helpful insights available
anywhere. Once again, though,
analysis and cross-referencing are
essential to determine what is truly
valuable.

The dark web (including markets
and forums) — While often the
birthplace of hugely valuable
intelligence, dark web sources
can be extremely hard to access,
particularly those that play host to
serious criminal communities.




Threat Intelligence

Relationship between data,
information and intelligence

Collection Processing and Analysis and
Exploitation Production




Threat Intelligence
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Threat Intelligence

* [P Reputation Feed « Whitelisting Data

* Malicious and Phishing URL Feed
Feed

 Botnet C&C URL Feed

. * APT IoC Feeds
e Mobile Botnet C&C URL Feed

 Ransomware URL Feed e J[oT URL Feed

The Data Feeds for TI1

* Vulnerability Data Feed e Malicious Hash Feed




Threat Intelligence

The Board

THREAT
INTELLIGENCE
TEAM

Intelligence Team

)
S
>
e

—

-
«

o
=
72
=
=

.5
>
=
-

=




US TRADOC Cyber Operations
Model

Threat Intelligence

Functions

» Plan £ Engineer the Network
= Install £ Operate the Network
« Manitain the Network

* Manage Content

* Protect Network Services

» Defend the Network

* Maintain CyberSA (friendly)

Enabling CyberOps
Capabilities

Other Domain Operations
Intelligence

Cyber Network Operations (CyNetOps)

Cyber Warfare (CyberWar)

Functions

+* Collect ond Analyize Network Dato
= Study and Charaterise the Cyber Threat

= Track,

Adversaries

» Provide Cyber Trends Indications £ Warnings
= Contribute to CyberSA
) ) » Conduct Dynamic Cyber Defence (DCyD)
Cyber Situational Awareness . assit Attack Investigations to Determine Attribution

(CyberSA)
* Friendly Cyberspoce

= Specified Cyberspace

Cyber Support (CyberSpt)
Tosks:

» Vulnerability Assessment

* Threat-Bosed Security Assessment
= Vulnerability/Security Remediation
* Reverse Engineering Malware

= Cyber Aspect of Site Exploitation

* Counter Intelligence

* Cyber Forensics

= Cyber Research, Development, Test £ Evaluation (RDTEE)

Enabling Ways
Partnering (public-private)
Law
Policy

Criticol Infrastructure / Key
Resources (CIKR)



Threat Intelligence
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Security Operation Center (SOC)
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Traffic blocked
by FW/NGFW

\\[e)

Traffic blocked
by IDS

No

//' el 3.6 :Live TCP dump on JuIs it shiie 4 Bac )3 LbslS
port 25 JSivo
w9 3l Slug/ w9 Sa8lys 590 )l
Back channles
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Back Channle(s)
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IP/domain
blacklisted

24 14:53:24.753670 _10.133.18.165 195.66.79.29 TCP 66 49648 > hilp [RST, PSH] L .
25 14:53:24.753862_19.133.18.165 195.66.79.29 TcP 60 49648 » http [RST, PSHI ¢ 4:'“” )I L)"'WL"
26 14:53:24.753887_10.133.18.165 195.66.79.29 T 0 49646 > ttp [RsT, PSH] €

[ENEENENTH 195.66.79.29 T 0 49646 > Ntp [RsT, PSH) €

16.133.18.165 155.66.79.29 TP 50 49698 > nitp [RST, PSH) €

16.133.18.165 195.66.79.29 TCP 66 49648 > ilp [RST, PSH] ¢

16.123.18.165 155.66.79.25 T 50 49548 > http [RST, PSH] €

No

10.123.16 15

195 6679 29 TCe £0.29549 > http [RST, PSH

16.133.1
19.133.1 a
1 OSW
16.133.1
101331

g > http [RsT, PsH

- . 9 » http [RST, PSH
b wlybs GialS e

10.133.18.165

10.133.18.165

Manual TCP
kills

16.133.18.165 9
10.133.18.165 E
16.133.18.165 . . . "
10.133.18.165 195.66.79.28 TCP 60 48649 > Nttp [RST, PSH] ¢ \ By g_s)l.auunfl.»‘r olfiws asisl
P \ 4 !
AN /
. e

9 > http [RST, PSH] ©

3 > http [AST, PSH] ¢
195.66.79.29 TCP 60 45645 > http [RST, PSH] ¢ n n =
195.66.79.29 TCP 60 45648 > http [RST, PaH) & | v | W | L')T PAY ul_) [SRERY ) U.)l.) )|)S
195.66.79.29 TCP 60 49649 > http [RST, PSH] © | = =) 1 2 ] 1Y : - -
195.66.79.29 TCP 60 45548 > http [RST, PSH] / d R S ) & [© il o = o
195.66.79.29 TP 60 45548 > http [RST, PSH] © e ):-’-‘) el V& wae 4 ol
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View Scenario

Scenario Id:
Name:
Priority: 4

Name

From IP

Protocol
Occurrence

Name

From IP

Protocol
Occurrence

Name

From IP

Protocol
Occurrence

Name

From IP

Protocol
Occumence

Name

From IP.

Protocol
Occwrence

Name

From IP.

Protocol

Occurrence

Colector Id

Timeout

Collector Id

Timeout

Collector

Timeout

To
Colector Id

Timeout

o IP
Collector Id

Timeout
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From Port
Sensor

Refabiity

Reliabdity

From Port
Sensor
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From Port
Sensor

Rekabdty

To Port
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Sticky Different
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Incident Response Plan

Lessons

Preparation Identification | Containment Eradication Recovery Learned
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Industrial Control Systems Cyber Emergency Response Team

FY 2016
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Cybersecurity
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Energy Sector Control Systems Working Group
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U.S. DEPARTMENT OF OFFICE OF
ENERGY ELECTRICITY DELIVERY
& ENERGY RELIABILITY
September 15, 2011

The Department of Energy Releases New Roadmap to Guide Public-
Private Cybersecurity Initiatives

New Roadmap Oultlines Strategy for Improving Energy Sector Cyber security; Latest
Protective Measures Aim to Reduce Risk, Protect Consumers and Businesses

WASHINGTON, DC - As part of the Obama Administration's goals to enhance the security
and reliability of the nation's energy infrastructure, the U.S. Department of Energy today
released the 2011 Roadmap to Achieve Energy Delivery Systems Cybersecurity. Developed as
an update to the 2006 Roadmap fo Secure Control Systems in the Energy Sector, today's report
outlines a strategic framework over the next decade among industry, vendors, academia and
government stakeholders to design, install, operate, and maintain a resilient energy delivery
system capable of surviving a cyber incident while sustaining critical functions.

“Increased insight from private-public collaborations will allow us to better protect the nation's
energy delivery systems that keep our lights on and the power flowing," said U.S Energy
Secretary Steven Chu. “The 2011 Roadmap takes the necessary steps to strengthen the
security and reliability of our country's electric grid, in a climate of increasingly sophisticated
cyber incidents.”

Cybersecurity for Energy Delivery Systems
(CEDS) R&D

Following the Energy
Sector’s Roadmap

CarOI HaWk U.S5. DEPARTMENT OF ) .
- Electricity Delivery
CEDS R&D Program Manager eE"ERGY & Energy Reliability
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Roadmap

“Secure Control Systems
ntheFnergy Sector

Executive Summary

January 2006

Sponsored by
U.S: Department of Eneray
US| Department of Homeland Sectirity

Roadmap to a
Secure & Resilient
Water Sector

Developed by:

Critical Infrastructure Partnership
Advisory Council

Water Sector
Strategic Priorities Working Group

May 2013
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CERP- طرح های پاسخ به شرایط اضطراری در حوزه سایبری/پاسخ_به_شرایط_اضطراری_سایبری_بانکی_.pdf
CERP- طرح های پاسخ به شرایط اضطراری در حوزه سایبری/پاسخ_به_شرایط_اضطراری_سایبری_بانکی_.pdf
CERP- طرح های پاسخ به شرایط اضطراری در حوزه سایبری/پاسخ_به_شرایط_اضطراری_حوزه_انرژی.pdf
CERP- طرح های پاسخ به شرایط اضطراری در حوزه سایبری/پاسخ_به_شرایط_اضطراری_حوزه_انرژی.pdf
CERP- طرح های پاسخ به شرایط اضطراری در حوزه سایبری/پاسخ_به_شرایط_اضطراری_حوزه_حمل و نقل .pdf
CERP- طرح های پاسخ به شرایط اضطراری در حوزه سایبری/پاسخ_به_شرایط_اضطراری_حوزه_حمل و نقل .pdf
CERP- طرح های پاسخ به شرایط اضطراری در حوزه سایبری/پاسخ_به_شرایط_اضطراری_حوزه_شهری.pdf
CERP- طرح های پاسخ به شرایط اضطراری در حوزه سایبری/پاسخ_به_شرایط_اضطراری_حوزه_شهری.pdf
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امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الگوی امن  سازی اضطراری زیرساختهای سایبری و وابسته به سایبر/الگوی امن   سازی اضطراری زیرساختهای سایبری و وابسته به سایبر.pdf
امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الگوی امن  سازی اضطراری زیرساختهای سایبری و وابسته به سایبر/الگوی امن   سازی اضطراری زیرساختهای سایبری و وابسته به سایبر.pdf
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امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الزامات و ملاحظات پدافند سایبری برای امن سازی اضطراری سامانه های سایبری/امن سازی سیستم عامل CentOS.pdf
امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الزامات و ملاحظات پدافند سایبری برای امن سازی اضطراری سامانه های سایبری/امن سازی سیستم عامل CentOS.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/الزامات و ملاحظات پدافند سایبری در سیستم عامل های ویندوز و لینوکس/امن سازی سیستم عامل Ubuntu.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/الزامات و ملاحظات پدافند سایبری در سیستم عامل های ویندوز و لینوکس/امن سازی سیستم عامل Ubuntu.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/الزامات و ملاحظات پدافند سایبری در سیستم عامل های ویندوز و لینوکس/امن سازی سیستم عامل ویندوز سرور.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/الزامات و ملاحظات پدافند سایبری در سیستم عامل های ویندوز و لینوکس/امن سازی سیستم عامل ویندوز سرور.pdf
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امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الزامات و ملاحظات پدافند سایبری برای امن سازی اضطراری سامانه های سایبری/امن سازی اضطراری سوییچ ها و روترهای سیسکو و هوایی.pdf
امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الزامات و ملاحظات پدافند سایبری برای امن سازی اضطراری سامانه های سایبری/امن سازی اضطراری سوییچ ها و روترهای سیسکو و هوایی.pdf
امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الزامات و ملاحظات پدافند سایبری برای امن سازی اضطراری سامانه های سایبری/آسیب پذیری های سوویچ ها و روترهای سیسکو و هوایی.pdf
امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الزامات و ملاحظات پدافند سایبری برای امن سازی اضطراری سامانه های سایبری/آسیب پذیری های سوویچ ها و روترهای سیسکو و هوایی.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/OPC الزامات و ملاحظات پدافند سایبری در  پروژه امن سازی پروتکل کنترل صنعتی/امن سازی اضطراری پروتکل OPC.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/OPC الزامات و ملاحظات پدافند سایبری در  پروژه امن سازی پروتکل کنترل صنعتی/امن سازی اضطراری پروتکل OPC.pdf
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طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/خطوط راهنما برای شناسایی آسیب پذیری ها و مصون سازی زیرساخت های سایبری و وابسته به سایبر/خطوط راهنما.pdf
طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/خطوط راهنما برای شناسایی آسیب پذیری ها و مصون سازی زیرساخت های سایبری و وابسته به سایبر/خطوط راهنما.pdf
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الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/الزامات و ملاحظات پدافند سایبری در سیستم عامل های ویندوز و لینوکس/امن سازی سیستم عامل CentOS.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/الزامات و ملاحظات پدافند سایبری در سیستم عامل های ویندوز و لینوکس/امن سازی سیستم عامل CentOS.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/الزامات و ملاحظات پدافند سایبری در سیستم عامل های ویندوز و لینوکس/امن سازی سیستم عامل Ubuntu.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/الزامات و ملاحظات پدافند سایبری در سیستم عامل های ویندوز و لینوکس/امن سازی سیستم عامل Ubuntu.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/الزامات و ملاحظات پدافند سایبری در سیستم عامل های ویندوز و لینوکس/امن سازی سیستم عامل ویندوز سرور.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/الزامات و ملاحظات پدافند سایبری در سیستم عامل های ویندوز و لینوکس/امن سازی سیستم عامل ویندوز سرور.pdf
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امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الزامات و ملاحظات پدافند سایبری برای امن سازی اضطراری سامانه های سایبری/امن سازی اضطراری سوییچ ها و روترهای سیسکو و هوایی.pdf
امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الزامات و ملاحظات پدافند سایبری برای امن سازی اضطراری سامانه های سایبری/امن سازی اضطراری سوییچ ها و روترهای سیسکو و هوایی.pdf
امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الزامات و ملاحظات پدافند سایبری برای امن سازی اضطراری سامانه های سایبری/آسیب پذیری های سوویچ ها و روترهای سیسکو و هوایی.pdf
امن سازی اضطراری زیرساخت های سایبری و وابسه به سایبر/الزامات و ملاحظات پدافند سایبری برای امن سازی اضطراری سامانه های سایبری/آسیب پذیری های سوویچ ها و روترهای سیسکو و هوایی.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/OPC الزامات و ملاحظات پدافند سایبری در  پروژه امن سازی پروتکل کنترل صنعتی/امن سازی اضطراری پروتکل OPC.pdf
الزامات و ملاحظات پدافند سایبری در پروژه های کشوری و فناوری های نوین/OPC الزامات و ملاحظات پدافند سایبری در  پروژه امن سازی پروتکل کنترل صنعتی/امن سازی اضطراری پروتکل OPC.pdf
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طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/ارزیابی آسیب پذیری های نرم افزار ها/ارزیابی آسیب پذیری متن باز.pdf
طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/ارزیابی آسیب پذیری های نرم افزار ها/ارزیابی آسیب پذیری متن باز.pdf
طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/ارزیابی آسیب پذیری های نرم افزار ها/ارزیابی آسیب پذیری متن بسته.pdf
طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/ارزیابی آسیب پذیری های نرم افزار ها/ارزیابی آسیب پذیری متن بسته.pdf
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طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/آفند سایبری و روشهای دفاعی/متدولوژی دفاع در عمق.pdf
طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/آفند سایبری و روشهای دفاعی/متدولوژی دفاع در عمق.pdf
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طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/چارچوب کلی مصون سازی سایبری با تاکید بر زیرساخت های صنعتی/چارچوب کلی مصون سازی سایبری با تاکید بر زیرساخت های صنعتی.pdf
طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/چارچوب کلی مصون سازی سایبری با تاکید بر زیرساخت های صنعتی/چارچوب کلی مصون سازی سایبری با تاکید بر زیرساخت های صنعتی.pdf
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طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/پرسشنامه/سوالات ارزیابی امنیت سایبری صنایع بزرگ.pdf
طرح های مصون سازی زیرساخت های سایبری و وابسته به سایبر/پرسشنامه/سوالات ارزیابی امنیت سایبری صنایع بزرگ.pdf
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مستندات شبکه های اجتماعی/تلگرام/بررسی تلگرام.pdf
مستندات شبکه های اجتماعی/تلگرام/بررسی تلگرام.pdf
مستندات شبکه های اجتماعی/تلگرام/برسی مهاجرت تلگرام بر بستر فناوری بلاکچین.pdf
مستندات شبکه های اجتماعی/تلگرام/برسی مهاجرت تلگرام بر بستر فناوری بلاکچین.pdf
مستندات شبکه های اجتماعی/تلگرام/تلگرام.pdf
مستندات شبکه های اجتماعی/تلگرام/تلگرام.pdf
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مستندات شبکه های اجتماعی/پرسشنامه پیام رسان های داخلی/ارزیابی.pdf
مستندات شبکه های اجتماعی/پرسشنامه پیام رسان های داخلی/ارزیابی.pdf
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آیین نامه نحوه استفاده هوشمندانه از تلفن هوشمند در مراکز حیاتی و حساس/آیین نامه استفاده هوشمندانه و امن از تلفن همراه هوشمند.pdf
آیین نامه نحوه استفاده هوشمندانه از تلفن هوشمند در مراکز حیاتی و حساس/آیین نامه استفاده هوشمندانه و امن از تلفن همراه هوشمند.pdf
آیین نامه نحوه استفاده هوشمندانه از تلفن هوشمند در مراکز حیاتی و حساس/دستورالعمل نحوه استفاده.pdf
آیین نامه نحوه استفاده هوشمندانه از تلفن هوشمند در مراکز حیاتی و حساس/دستورالعمل نحوه استفاده.pdf
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Data Science(Big Data, Data Mining, Data Analysis) °
Cloud Computing, Fog Computing & Edge Computing -
(Artificial Intelligence) cguao sign ©
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Internet

Radical Life Extension

Scenarios /

Mobile y Democracy 2.0

Human-Machine Convergence

Social

Cloud y 4 Decentralization of Everything
Human 2.0
B.g Data » Analytics /' .Ert\powerment Economy
y 47 Logistics Internet
3D Printing 4 #” Artificial General Intelligence
y g Circular Economy
Renewable Energy . #"Money 2.0
Maker Economy
Internet of Things #Energy Internet
e 4 Healthy Life Extension
Cognitive Systems #”Autonomous Vehicles
Nanotechnology " Automation of Everything
" Sharing Economy
Robotics _#” Connected Healthcare
, : : = New Economic Paradigm?
Blockchain Next Generation Education .
" Smart Cities = Future Scenarios
Artificial Narrow Intelligence = Innovation Accelerators

. * Smart Homes
2 " Connected Car
Smart Grid

== Technology Foundation
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During 2008, the number of
; connected to the Internet exceeded the
| number of sEIsF on earth.

By 2020 there
will be

Sources: Cisco IBSG, Jim Cicconi, AT&T |, Steve Leibson, Computer History Museum, CNN,
University of Michigan, Fraunhofer
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[ )
Smart Cities

Connected Communities
- Lighting water management,
\ monitoning, traffic control

\
Smart Planet

Green Environment
- Water & power leak detection,
\ pollution, weather monitoning

& Smart Building

Building, Smart Homes
- HVAC (heating, ventilation,
and air conditioning), lighting,
presence control, metenng )

B

N

Smart Industry

Industrial Environment
- Production control and tracking,

robotics

\. J

sLolsl & sl 5o (gwoigd alizeo Slal

Internet of Things
(Network + Platform +
Content + Objects)

: Extension of i
Supply ~  Services

Chl‘i to Other Industries ¢ o
Beyond the IT
Industry

Buil

Transportat on

T

f

- Voltage andpower sensors,

Smart Energy
Electric Grid

meters and breakers, fault
detection

2 (O

<

- Electnc vehicles, high speed

J
4
Smart Transport

Intelligent Transport

System

trains, infrastructure

(

- Daily living with convenience,

4
\
Smart Living

Entertainment, Leisure

comfort, and enjoyment

p

- People monitoning, bio sensors,

\
Smart Health

Healthcare System

probes, remote health services

11



IoT & 1IoT 51w ITU glas,luastw!

Lt o il 53 (S g SRS e Sl captnlaSed y Jua ezl
Infrastructure,
connectivity and
networks
Y.4250-Y.4399

SG-13, SG-16

Lt ozl s fSSey 9 s)lens wosz )l

e
Frameworks,
Identification and architectures and
security

protocols
Y.4400-Y.4549 »
SG-13, SG16, SG11

ook (5315 9 Slelons o505 5 (Sladaliyy Aoy g o
e

Services,
applications,
computation and data

processing
Y.4550-Y.4699

Y.4800-Y.4899
SG-16 i

Ll ozl (b)) 9 Ghomi

Lol 2520l (gagas (sl hslid

General
Y.4000-Y.4049

' SG-13, SG-16
5

Definitions and
Y.4050-Y.4099
SG-13

Ldd i 200 (59590 Slalllae g bl

Requirements and
use cases
Y.4100-Y.4249

\ SG-13, SG16 ,
— 12
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Scientific Research : Foundry, System Integration
Sptastes & Univarsitps,~ T R R T o Noutas & Industry Application
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2400°  5100* Unlicensed

868 Unlicensed -
MHz Tmstrul'l'v Unlicensed / 1920/2110° (58007 DSRC)
830'/875° 'PWA gg0'/925* 1710'/1805* GWM oblilzew
Mobile
P > Moblse Mobi

ot

9/

410-470 694-790 870/915 1427-1518 1900-1920 3400-3600
(u ss-c, New Mobile Band New Mobile Band New Mobile Band
146-174) (733/788, 3MHz, M2M?) (Small Cell / Capacity)
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Diversity — Industry & Standards Bodies
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Bluetooth LE

ZigBee

Thread (6LoWPAN)
Z-\Wave

ANT+

WirelessHART
ISA100.11a (6loWPAN)
EnOcean

Plus more

NFC (EMV)
RFID

* 8 B F F B B ® @

e

Local Area
Network

(WLAN)

Proximity = Personal Area
7 Network (WPAN
- AN)

. Wireless v Wireless
)

Short range (10 — 100 meter . Short/Medium range

Medium range

802.11a/b/g/n/ac
802.11af (white space)
802.11ah & 802.11p

+ Wi-SUN (6LoWPAN)
+ ZigBee-NAN (6LoWPAN)

= Cellular
« 2G/3G/AG
« LTE-MTC
« 5G in the future

« Low Power Wide Area
(LPWAN)

SIGFOX
LoRa
Telensa
PTC

| Plus more
| Long range

___ Shortrange (10 — 100 meter) |
4'(;5-_1&@_1. (up to 100 km)



Wireless Sensor Network —

A

(WSN)

— Short Range-

— Long Range -

Body Area Network(BAN)

Home Area
Network(HAN)

Personal Area
Network(PAN)

Local Area Network(LAN)

Low Power Wide Area
Network(LPWAN)

Wide Area Network(WAN)



 Data Rate: Up to 2Mbps in the 2.4GHz band

> Modulation Scheme: FHSS (Frequency-hopping spread spectrum)

or DSSS (direct-sequence spread spectrum)

> Security: WEP & WPA

24



 Data Rate: In the 5GHz band up to 54Mbps

> Modulation Scheme: OFDM

> Security: WEP & WPA

> Eight available channels.

> Less potential for radio frequency interference than 802.11b and 802.11g.
- Better than 802.11b at supporting multimedia voice, video and large image

applications in densely populated user environments.

25



« Data Rate: Up to 54Mbps in the 2.4GHz band
> Modulation Scheme: Orthogonal Frequency Division Multiplexing
(OFDM) above 20Mbps, DSSS with CCK below 20Mbps
> Security: WEP & WPA
> May replace 802.11b.
> Improved security enhancements over 802.11.

o Compatible with 802.11b.
o 14 channels available in the 2.4GHz band (only 11 of which can be

used in the U.S. due to FCC regulations) with only three nonoverlapping channels.

26



802.11a

Wireless network operating in the 5 GHz ISM band with data rate up to 54 Mbps

802.11b | Wireless network operating in the 2.4 GHz ISM band with data rates up to 11 Mbps

802.11e | Quality of service and prioritisation

802.11f | Handover

802.11g | Wireless network operating in 2.4 GHz ISM band with data rates up to 54 Mbps

802.11h | Power control

802.111 | Authentication and encryption

802.11 Interworking

802.11k | Measurement reporting

802.1In | Wireless network operating in the 2.4 and 5 GHz ISM bands with data rates up to
600 Mbps

802.11s |Mesh networking

802.11ac | Wireless network operating below 6 GHz to provide data rates of at least 1Gbps per
second for multi station operation and 500 Mbps on a single link

802.11ad | Wireless network providing very high throughput at frequencies up to 60GHz

1802.11af | Wi-F1 in TV spectrum white spaces (often called White-F1)
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Ad hoc

syl (1 ple a0l — s Ll 6y | potniins oSl

Some Ad hoc routing Protocols

Reactive routing protocols Proactive routing protocols
Dynamic Source Routing (DSR ination- Di
Izlocatlon -Alded Routmgg LAR) \[/)e%?gp ?g%re)ge)quenced Istance
Ad Hoc On-Demand Distance . A - -
Optimized Link State Routing
Vector (AODV)
Power-Aware Routlnlg (PAR) (OLSR) .
Associativity-Based Routing (ABR) ¢ Cluster head Gateway Switch

Signal Stability Based Adaptive Routing CGSR (hierarchical)

Rou mg{(SSA) Wireless Routing Protocol (WRP)
Link Reversal Algorithm Global State Routing (GSR)
Te(';?. tﬁrrr?'é (g)QrdAe)red Routing Fisheye State Routing (FSR)
gluster Based Routing Protocols ~ ° Hierarchical State Routing (HSR)

CBRP :
( ) Routing Protocol (ZHLS)

Zone-based Hierarchical Link State
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Specification

z-wave support

Standard ITU-T G.9959 (PHY and MAC)

RF Frequency Range 868.42 MHz in Europe, 908.42 MHz in US
Data rate 9.6, 40, 100 Kbps

Maximum Nodes 232

Architecture Master and slave in mesh mode
MAC layer CSMAJ/CA
RF PHY modulation FSK (for 9.6kbps and 40 kbps),
GFSK with BT=0.6 (for 100 kbps)
Coding Manchester(for 9.6kbps), NRZ(for 40 and 100 kbps)
Distance 30 meter in indoors, 100 meters in outdoors

31
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LoRa sensors
security at the network layer
A unique application key to

ensure end-to-end security at the g Class B Class C
(Baseline) (Continuous)

application layer,

the joining of a node to the
network.

. L




4 )l 8 D08 g o5 ey Ygomo (5,0 05 B pan Cyr @ Lobl il Ho

cod 3]0 00 Dguo ASLLY g oul Sguzmo o o Wle
N  ood 0liw! Y goze aSls Y (ol s Full Stack sl JsGg s ©

| 00l A ,5 S 50 ool Dgue gl STg e Ll &l pelu | &Sl Y (gl

(SO e (o GB Ab jo @ D8 g o Cepw ol SSep el
Dg oo o8lwl(WPAN)

36



CobA) g Cudwl gl colf) o ColVd a5 CaulYVY 8 ojlail SSTos
Payload

oy o0lw Lkl a5 cowl 3L oY SGIEEE.802.15.4 4IPV6 g,9L3 bl gly ®
oduoll BLOWPAN w0V -l (oiS ol y8 1) Wigw @Y sl gIPV6 4 ol 3
+ O geriuse0

CalB L g ylei o5 syl ! glp &5 CanllPV6 G g wLOWPANS ciis> o

o] o0l ‘5.‘>|).|a O A0 u%‘?‘é);



) ol Jae G5lw 00,id Jgilw 5 50, Agmns (Kiglz LOWPAN  og,5 ¢

3 oo (ol AUl 69y WblglPVE  gld dius o i ol W il 00 ) 5

Sender

f 6LOWPAN

= -

[ IEEE 802.15.4 MAC/PHY

Receiver

(IPv6

.

&

J

/ 6LoOWPAN

~

[ IEEE 802.15.4 MAC/PHY

-~

o

N <l 40 b Jlw,! IEEE 802.15.4

30 9 WS dxkad dxdad |y doun ouicw 9 0

38






2 ol 53 wily
O,
P2P,Star,Tree
o plasl ks 3 53,5 | Up to 100m IMbps g Mesh 2.4GHz PAN ANT+
es
2.4GHz
s G coaly Jols 9-90m 2.1Mbps 3 Star PAN Bluetooth
2.4835GHz
2.4GHz
1 plail iy g D 5-10m 260Kbps R P Star PAN BLE
2.4835GHz
Star, Tree,Me
Lugie olezsla oy gemilogs! 800m 1.2Kbps P I " 868MHz LAN KNX
S
S1zal oS
o5 <10cm 400Kbps oS pP2p 13.56MHz PAN NFC
e
13.56MHz
oS bl b, <3m 400Kbps oS L pP2pP . PAN RFID
tc.
lasge 800m 250Kbps o5 L= | Star, Mesh LAN THREAD
Canie g Sleisla 2.4835GHz




NB-IoT Weightless RPMA Sigfox LoRaWAN NB-Fi oLl (5,9Ld
Qoo ke oo e ASAIA Y¥-- AFAIA AFAIA ASAIA (MHz)_,.ils 3 il
oo ass .o 5 - LT VY- - \VFA- - () 05 jiSTo
\SE VRV VSY \oF 1) V5§ (dBm) S a5 STax
Yoo .Y Veoo . YO -/ (KHz)asly cligs
(DL)Y - --\aY YN\Feoontd (DL)) &% N YooY efome AN (Kbps)eols ey # 55

(UL))§£-FA (UL)$Y¥

sk; ] Lpe ] oS > sb; b plewil,
4,bgs FENAE 4 a3, bes, 28,1 S, a3,bes, PESUAN (BTS)sl jo;ls
+ 0o Beves Qe es Beoes Fouun AA AT °';°j‘5;*ﬁ£'j“‘-!°:f
sl ] sl ] o5 ks ol Sy olde




NB-IoT Weightless RPMA Sigfox LoRaWAN NB-Fi pLbf g,5L8

Yo f--- Yo A AR Olered fawYaoeasos b
LTE Encryp. - AES-128 16bit AES-128 XTEA-256 (3 ) el
o o= o= = aly Sector il ;) solazl
v Va4 o /a4 Ya V/aa GY)e,5 o ol a4
+1 - V- V- V- V- V- (Lo s bl yae Jsb
Yoy Yooy \EAE \ DAL Yo¥ Yoy Jsama 5o g los obe;
- \E A P ). +Y e &l ansss slaws
wsiAl G| edle @ edle | 3 Hl (e lit, Ogelogs] il ety | 5l e olids, 22,5 &

Credle 4y Gyadle oadis ol il ol il | g, GE Ghaly | A omdle 4590 4l

Ceatea P a3l «Jlsel 55 ol
il wsllgee




Technologies

2G/3G
802.15.4
Bluetooth
LoRa
LTE Cat 0/1
NB-loT
SIGFOX
Weightless
WI-Fi (11f/h)
WirelessHART
ZigBee
Z-Wave

Frequency
Cellular bonds
2.4 GHz
2.4 GHz
< 1GHz
Cellular bonds
Cellular bonds
<1 GHz
<1 GHz
2.4.5 <1GHz
2.4 GHz
2.4 GHz
908.42 MHz

Data rate
10Mb/s
250 kb/s

1.2.1.3 Mb/s
<50 kb/s

1-10 Mb/s

0.1-1 Mb/s
Very low

0.1-24 Mb/s

0.1-1 Mb/s
250 kb/s
250 kb/s
40 kb/s

Range
Several km
100m
100m
2-5km
Several km
Several km

Several km

Several km
Several km
100m
100m

30m

Power
High
Low
Low
Low

Medium

Medium
Low
Low

Medium

Medium
Low
Low

Cost

High
Low
Low
Medium
High
High
Medium
Low
Low
Medium
Medium
Medium
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Minimum Data rate

High
Max Range meters 0000 i 10000 10000 5000 100 { within coverage
Gateway sersithesy, dem 14 137 : 1412 123 a8 14

Gateway antanna gain, d8l 14 i ] i L] 16 ] 14

Gateway cable s, dB 2 2 i 2 2 i 2

Gateway mode | FullDuples | MallCuplex | HafDugles | Ful Dupks FullDugles: | Ful Dupks

tadus per pateway 2 000 000+ i 250 000 50000 50000 200 ! 5000

Mode max oulput power, dBm | 2% % ' 14 23 2 1

Max Link bugget. dEm 184 7 i 158 153 i 122 153
Mode andwict 100 Hz 125 kHz 100 Hz 102 kHz 20 MHz 200 kHz

Sp=ctrum effickency High : Wery Low : Lo High : High High

Simultaneous semedulaton | ; i
Capacity 3 3 3

sealabilny High very Lo Lowar Hizh Limirag High

Minimum Nade cost. USD ] 25 2 5 5 10

Baltery life 204 ypuars : 10 years 10 years 5years Tdays 1 day
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Cloud Computing

Fog Computing
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Thousands

CLOUD | Data Centers

Millions

? j‘ ! g Billions
EDGE | Devices [ \/. - m

FOgGoMputing V6 edge CoMpLting -

FOG | Nodes
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Examples of Cloud Storage systems:
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[IOT 5 IOT (oo o il

Cisco (BM Microsoft .Intel.
Bosch .Google ARM .GE .
AT&T .Oracle HP .Amazon .
Samsung, ...

Hub-of-All-ThingsLHAT . ol &6 yia ] sledole s

LinkSmart .OpenloT .
OpenRemote TerraSwarm .
Ericsson loT-Framework .
ThingSpeak AirVantage.
Exosite NinjaBlock .Device
Hub .Mango Nimbits .
SiteWhere, ...

Contiki AllJoyn . RIOT
Spark Raspbian, ...
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Waking Up With The Internet of Things
In The Year: 2040

-

{ Your medical data is
o available to
emergency and

&

between you, personal
devices, and the cloud

/
v'/

‘

Wristband or phone healthcare services
e bridges communication k- in real-time.

|

FutureForAl
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From Industrie 1.0 to Industrie 4.0

Degree of

complexity

°

e

First Second Third Fourth .
Industrial Industrial Industrial Industrial s
Revolution Revolution Revolution Revolution

through the introduc-
tion of mechanical pro-
duction facilities with
the help of water and
steam power

through the introduc-

tion of a division of la-

bor and mass produc-
tion with the help of
electrical energy

through the use of elec-
tronic and IT systems
that further automate
production

N

§ =

through the use of
cyber-physical systems

*

L J

g Mk S
oreyS) rereS)

g

<

First programmable
logic controller (PLC),
Modicon 084, 1969

First assembly line,
Cincinnati slaugh-
terhouses, 1870

First mechanical
loom, 1784

JER

Time

(11OT)

1800 1900 2000 Today

~
o

Source: DFK! (2011)
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Systems Embedded Systems
"Smart Everywhere™
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ADVANTAGES & DISADVANTAGES

OF PEER TO PEER NETWORK
-

Advantages: Disadvantages:

- Use less expensive - INot very secure
computer hardware - No central point of

- Easy to administer storage or file archiving

- No NOS required - Additional load on

computer because of
resource sharing

- Hard to maintain
version control

- More built in redundancy
- Easy setup & low cost
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md2 16 950823270E7DCCE4A430581A2454254F

md4 16 OEA12ED2A14553E127CEFC5745BD8155

md5 16 76671D4B83F6E6F953EA2DFB75DEDI2]
shat 20 F626BFEBAG716FOEG0BOF3989B67F5AD2FAIFDA2
8

shaz224 2

/BDD486E467FEB526504134187FD55C27719A90C1558933982454D52A Used For Bitcor
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=

sha256

7E7B5941351BFE1E23E37FFB0665A1041A682ECD2C8189054CCC94B16D

sha384 48

DC31357BB4BBC99CBAD6DDATEE4AFDO46401275F3F70C6C202CD0O18CTE

sha512 o4 C28E14F8A7661CADF2B53956444823580A941F7B849BE1CFIE793D6535

3

ripemd128 16 ESES038FF3C18C627F9DOED21942CESS
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- Block 51 =~ Block 52 Block 53 Block 54

Proof of work: | Proof of work: ‘ Proof of work: Proof of work:

0000000984 127 0000000937223ftst 0000000922dssgst 000000091131sgpo
Pmious block: Previous block: __ Previous block:

00000009931236&3 ™ 0000000984127vsd 0000000937223ftst ~ DDOD000922dssgst
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Internet

Radical Life Extension

Scenarios /

Mobile y Democracy 2.0

Human-Machine Convergence

Social

Cloud y 4 Decentralization of Everything
Human 2.0
B.g Data » Analytics /' .Ert\powerment Economy
y 47 Logistics Internet
3D Printing 4 #” Artificial General Intelligence
y g Circular Economy
Renewable Energy . #"Money 2.0
Maker Economy
Internet of Things #Energy Internet
e 4 Healthy Life Extension
Cognitive Systems #”Autonomous Vehicles
Nanotechnology " Automation of Everything
" Sharing Economy
Robotics _#” Connected Healthcare
, : : = New Economic Paradigm?
Blockchain Next Generation Education .
" Smart Cities = Future Scenarios
Artificial Narrow Intelligence = Innovation Accelerators

. * Smart Homes
2 " Connected Car
Smart Grid

== Technology Foundation
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Anatomy of the Cyber Defense Exercise

e
o
-

Exercises compliance
management

WHITE CELL (IAD)

GRAY CELL

Acts as typical network

PO I amino Cyber Defense Exercise (CDX)
In US
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e Refenge Bxersises (CR%) - M|
)

Rlannine A

o A. Determination of Objectives

The exercise planning process begins with the determination of the

purpose of the exercise and its desired outcome. Without explicit targets,
planners cannot design a meaningful exercise. These goals allow participants
to clearly configure scenarios in practice to determine whether they have the

necessary skills in a cyber-environment against cyber threats.
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Rlannine A

o B. Planning Process

1) Initial Planning Meetinqg/Conference;

Covers topics such as;

| Determination of requirements and conditions,

1 Determination of scenario variables and draft scenario proposals,

] Collection of required information and distribution of tasks between execution

planners,

It takes place approximately 6, 7 months before the exercises.
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Rlannine A

o B. Planning Process

/1) Main Planning Meeting/Conference,

overs topics such as;

1 Reconciliation of logistical and organizational problems such as personnel, scenario and time
schedule development and administrative requirements,

1 Examining, evaluating and finalizing all the draft documents to be used in the exercise,

1 Examination and development of the injections prior to the final planning stage,

1 Reviewing of the duties, conditions, and standards determined for the purpose of the exercise,

It takes place approximately 3, 4 months before the exercise.
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o B. Planning Process

/11) Final Planning Meeting/Conference,

The final planning conference is the final meeting to versee the
Implementation processes and procedures. After this meeting, no major
changes should be made to the design or coverage of the exercise or its
supporting documentation. It takes place approximately 3, 4 weeks before

the exercise.
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Rlannine A,

o B. Planning Process
1V) Test-Run,

Test-Run is the final preparation phase for testing and evaluating the technical infrastructure of
the cyber defense exercises. In test-run, it is aimed to establish all the substructures to be used
for the exercise in the selected place for the exercise and to test these sub-structures as if the
exercise process is working normally and to observe the possible problems before the exercise.
Participation from all teams except the blue teams takes place in test-run. Thus, all teams will
have the chance to review their final situation and practice process before the exercise. Test-run

takes place approximately one week before the exercise.
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One of the most important outputs of the cyber defense exercises is the After
Action Report. At this report, it is mentioned the detailed performance of each
blue team after the exercise. Addition to that the scenario and sub-scenarios,
Injections, exercise purposes, participants, scoring, technical infrastructure, red
team attacks (client-side, web, network), defences made by the blue team,
defects in these defences, general mistakes made, observations from all teams

and subteams, Recommendations and evaluations Are Also covered.
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